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Training |’|::|' GxP, 21 CFR Part 11 and Computer Validation.,

1. PURPOSE+~

Adeqguate qualification of people is important to meet business and regulatony
reguirements. Training can close the gap between actual qualifications and
requirements of the assigned job. This procedure should ensure that people working
on computers in regulated environments receive adequate training and that the
fraining is documented for compliance with regulations.+

2. SCOPE+

Training assessment, delivery, evaluation and documentation of employees working
inGxP and 21 CFR Part 11 regulated environments .+

3. RESPONSIBILITIES+

3.1. Manager/Supenisor+
3.1.1. Defines job description and tasks.+

3.1.2. |dentifies the emplovee’s gualification obtained through education,
experience and previous training courses.+

3.1.3. Determinesthe gap between the actual qualification andthe qualification
requiredto perform the assigned tasks.+

2.1.4. Develops a training plan with time schedule.+
3.1.5. Allocates enough time to the employee for training.+

3.1.6. Ensures that the emplovee participates in internal ar external training
courses as described in the training plan.+

3.1.7. BEvaluates success oftrainings through checking certificates ar through
personal examination.+

3.1.8. Retains and maintains training records .+
3.1.9. Assures that only qualified persons perform the work.+

3.1.10. Reviews and updates the training plantwice a year to ensure ongoing
qualification.+

3.2, Quality Assurance Department+
3.2.1. Develops SOP for training .+

Replace with yvour company’s name) FOR. INTERMAL USE.,
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A28 232 AlLE 24 220 Tt 27t =8El= A2" ZHEOILE oI =7] TAof

MEE AEED 48 EXts AILEO] fEA 22Xz 2FEOOF St=X|0f Oigh MFAIES

7|1Zots AEZRRH WD #ol AKX AL O|OfTICE A|ARS BiZSHY| HO| A[AEC

A0 2MEE EMHLZ HAESID 0| EMzt otofOF ottt XMEFS AM8E W, ofZ2(#0]

H2 O{EA MEoioF St=X[of et =2 HE Hwg AH = YRHM= o E2AH Ol
A

— [
of XXM FE EES EAECE O AFUAME HE2 4T JH0 &= 0K,

Ty

o]

=

[
ox
oY ot o

Ol= ALEO] MHHezZL RRHoz AHEAM Mot Asottte A2 E0F7| £
8 WAZO| WRSHA ECh AlAE AZ0| B 0] BE XYO[LF RASS HE Ao ol
HAZ| 2 ZMatE
FDAE HE(Validation) 2 'EF ZZAMA7F AP0 FoE FMAMet FE £d2 SFA7I= A
B2 xadoz pSOl WLl %S wEYE FHE BAHSE ol HesR 9t o
Yole HFEE AIAH M) Cfgh 250 Holo|m CDM AIAHO|Lf EDC AARD 2o A
EQ0o| HAE2 FDAS| AHZO| Cist X[ & A Ql ‘General Principle for Software Validation'df 7|& |
of ACHEH 1 EX)
Of EMOUME 2ZEQO ASS "AAE TSI AT EQ0{e AY0| AMBXIS] QAL
80| FEH AZEQOE S5t H¥E= EY 2FAZS0| LEEA SFECHE AN
ol ZHE HASIH oldt= A2 Fo|stn ULt LDt AF BXtes 'HAFH A|2H”H0 O F
HE ot fo=zr A& ™A & Aolgts A9 &Eol2tn & = Uk of Fol= &4
52 sdst= OO0 Ct2nt 22 2450 EQ5IChes A2 HMAIStR UCH 1. A[AHIO| RS
SHOF St=X| Folstofof otCt 2. AAE st UZES SFSI00F oot 3. Oj2fo= OAAZ
ALZHM =8 A0|2ts =S5 S HMAISHOOF otrt
olgfet HolzREH R2l= ASB0IE X0 48E+= M MFo CHet AS0l2t sk, thest
HAE 20 g4 o B2 0| A E MutHol EXigls AS & = UCH ET FDAS| X|d &
M@l ‘General Principle for Software Validation’O M & C}21F Zt0| 7|& %0 QICt "AZEZ0 H|
AR2 oot SFO0|X|T, R 2 AP AZES 0 H2AEUCERE AZES 07t QEHZ A
8E|=0 Hgsich= &S OrEsts|of] S25HX] YCL” 72 SMHE 7|&5t= A2 FDAJL S
g UHES R % 0|2t =H45HAH W45t #AISH AO|Ch O] 2AM= AB0 tigh 7|
2 W8S Zdst= U@ dEH0|L S8 AA S HMAISHL ACHEE 1 ExX).
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2. A|AHI H=(validation)1} 29l (verification) 9|

| A= (validation)2 ZAEE A|AHIO| QFAIES
3 gole oj@st Ko7t YK MEE meSls WY
MY Yoot xjo|g Hyoto] Y o|0|g ojsjE TRY

= =0

2.1 ZAZ(Validation)

e EX: Z2HE XMES U= U=7HAre we building the RIGHT product?)
AZS MAH0| SToH0F St RURTAY, HE2t0/9A, FY S)ST AISK 27A FO)

X (User Requirement Specification, URS), X1|“M74|7f XIO|7F LI=X|E HAISt= X X}O|Cl AN &t

AOIM AIA”O] AEXZE Z7ITi5hs 270 f5t=X OtHX|IE EESHE S (validation) 1HF 0|

MBS Jjw AL S 2 2AIS o HCh HUXSS 28I U= HHAME XD

OFX] 20| SHE AR AXNE 1A0|A HMS & Wr7tK| o3 MEES & Ao|ct X2 a2
HEZES AI8lEDn= "0|HE X7} Ysl= A|AHIO| OFHOR?"EID St=

= = ALERZE EO1R
= ZO|Ct M2tA ZHS(Validation)0| 2tz T|0{0F 11740] 2t (Complete)dtCi ottt 1 ZHCHH
X

1°d(Complete)2 FAAX| 24 MHH Q0| £F L5t ZCt

—

o o

“including all parts, details, facts etc and with nothing missing”

AFRE ODjoN Y 4 U0l HE(Validation)2 A|AHO| FZ0F S RTARES WE 24
< =

M 2
7t Qo] 2E AS Egots A0l 7t 2 X022 & &+ UCh

CHCONC

2.2 =9l (Verification)

- SEH =H

—_

2A 21 JA=7t (Are we building the product RIGHT?)

o
/o

HMZOl A0 A TLSOX|D U=XE HAMStE ZEAO|CE Zef o Z=MA0M HE

=
(validation) 1tH0| SHI2H O|FO{X|X| AUCtD SIEHZFE 2HOl(Verification)2 100% SHEA

O|RO{MCHE ZUE =&Y + ULk 2Lt o2t 2= 2FE HoH == AOICH HEXE
|2

=0 4SSt BMME 7KL O|A0] = FMAMEt: dZstn E4s| sty A& HAES
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A ot

Ch. =tQl(Verification) ZHOIAM 2CHH A= MM 2X|5t= HF0| L4t HE2 5T &
olgtm Tt AA EIC =Ql(Verification)0] QA2 E|H HZ0| SHI2CtD & 2 =
(validation)} 20| 20| CtEX| AFME o|0|E At EXRL

“If something is correct, it is in accordance with the facts and has no mistakes.”

O] Holo|M Atd(fact)= 42| @70 et TSOT AL JHE MMt = + ULk d=
7 glarEl ol glu) FMAMOiz ojdo| L7t UA=7tE dBot= A0l = Ql(Verification)2
EX4O|E}‘I £ £ QUZICL ‘Complete’dt ‘correct’©] X}O|HE Complete2 1ZHO| Q0| A HHXI

0|1, Correct= S (validation)0] Complete SICtEt= d 10| ZE2AMA

| -
= |'o
= 2Qlgt= AolCt

. E X|
- O

© dHQ H2E 1pgolct

@ o golct

® 2-3 oLt 120| MABITE

@ W& ZzM20|Ct.

3. AREH AM2HE ZRe A2HE HT HS

HRE AAHI DU FHO| B HEA0IYA RPARS ATEY0IE SR HEY o
2t A35H0F ot= Heet B2 YWHOo| HEoF ooy Zh AZEQIO] R0 mat Zb2fo| HMatsh
45 -0l A7 20| HdF e 2ZEQI0e MFE F mst= A2 1R S5t

<1 1> GAMP 28 #4d

ISPE(International Society for Pharmaceutical Engineering, =X A2f AMX|L|0E FHI)OM=
GAMP*o| AZEQ|Of WFo0| et AARO FRE 7D YTk A0l LEEH GAMPSOA L
GAMP42| ZtH| 12| 20] sist= HOI*7F THE 7HH 12|K JoME FHEde2l 1 & 52t £
20| Xt0|7} Gitt= O|RF 2 AM ZIACE. GAMPSO| 2 LIMX| 47kX[Q] AT EQ|0fe| FtE|1E]|=
L= ZCt

e GAMP ZtH 12| 1 2ZEQ|0: Y A|AH (Supporting Software)

3 Good automated manufacturing practice, 2= 9|<;r§ =3 HEA|AEH A2 7|&=
EX SlC

5
¢ Hlol(firmware)= HFEI S OO A Qo FXjo| ZEE AZEQOE, AZEQNE 0o HHSALY,

F85e Ak Jtset X E Kot
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2| 1 2 Ar8X Z(Commercial, off-the-shelf, COTS) 22 OIS0 Xl X|& =Z2Jz:=
MO|=ICh Windows L} Linux 22 2JgA|AEHIe 220|1 FIX DMACS o Z&e MAEZHHE
Hues Zamol AHUHY Au 52 A8 F0IL PORROISIE 28

[ = =
Sxe Zzaus m: _Er.

or I'I

* GAMP FiE|DE] 3 AZEQO: 7|2 AT EQ 0 T{F|X| (Standard Software Packages)
b2 3 2 COTS 2ZEQY mZ[X=2 Folelth 2% I2tojgHsa A" 2F

THEO[E SO THYY, ClEEE/ BHTE S)8 MOS0 RO U AL MHIAS St
smegioel 2E el £ ooigch o BA WX AZHCASE fe ol
AZEQIOIE EICL T, YAOIM BO| ABEX 2: NUE 2ZEQ0] ISl L,

FtH| 2] 5 ~2ZEQ0 E'.*—’F—Oﬂ ZotElC.

* GAMP ZiH12| 4 2ZEQIOf: AEXA BF 7tset 2ME 2ZEQ 0 1{7|X| (Custom-

—

Configurable COTS Software Package)

7tlaz2] 4 = ZE40ILE miat0jEe S2 AFEAZE MEISHe] Zb X XA o] YR HA 2N &
£ Qe COTS AZEQ mj7|X|E2 Mo|stn QrCt 07|0l= SCADA(Supervisory Control and
Data Acquisition)L} DCS(Distributed Control System), MES(Manufacturing Execution System
Shop FloonZ2 mZz#2 ZE ERP(Enterprise Resource Planning) AT EQO{E ZEEH=IC|
Olgfet 2= EQ0] S0 diel AZEQOf m7|X|2t FERA52 242 7tH| 22| 31F 52 L0
22| Z|0fOF BhCt.

e GAMP ZtH 12| 5 2AZEQO: AKX Gt AT EQ|0] (Custom (Bespoke) Software)

= 02 AFEXILE 7|9, S22 AF2 OE9 AMEXES QTARZ HFEOf X EE
2ZEQOSE Feltt of Mo of Zre|dele] 2ZEQNS2 AF YHO|EE 7ts80|
=Ch 2 S8 O0O|H &S ?Iet 2L, AFEAF EAME et AL, 2ZYEAES H=2S5,
HO[EHO]&~ A3 -ES, € 7HHRZe] 2ZEH S
£ Afﬂxf 93% Xﬂ’%* 2 AS2 ZHEHdel 5 2 EF/Fsioof ottty d2[d Of FhHZ|C
ot

Ottt =] HAHE BH0j0f

2EZEQ 0 HFet ZE2to|HA(Compliance)® T AE

SZEQOf HF0f ME 2ZEQ0 ASS ¢l H

il

2tojolx RTANZO U8 % Holk o
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* GAMP ZiH 12| 1 AZEQ): 2 A|AH (Supporting Software)
O Zie|1z2[of =ot dgdez 4dX|E 2Y A|AHZ2 YEtHo=z= HSSHK| YE=Ch MER
HEQ| A|AHEISl ZALR0= ARESHY| ™o HAE SiCh Ol2fst RYol AZEQI0 ASS 9T

o —
HEC0[QA 2FArE2 OEa £k

© 4EX #HH
@ AKX ATt (Installation Qualification, IQ) — MX| =l Mol A

e GAMP ZtH 12| 3 A2ZEQ|0f: 7|2 AT EQ|0O m{f7|X| (Standard Software Packages)
O ZtHl 2|0 &£t AZEQ0= E& &Hest 452 Q= oA Y=rCt o2zt Fd2
ATEQO| ABE QI8 HE2t0|9l2 RTARS TSI 2ok

© 4X HH

@ A& "

® AFEA BA 7HE I 52

@ MEAX ns Az JHE

® 2ZEQIM 7K 2M FEI HE

® AKX A2 (Installation Qualification, IQ) — MX|=l HFo| HA

@ 2FXTd (Operational Qualification, OQ) - ZEY = O0|H HZ

2GH™td (Operational Qualification, OQ) — AF2 L= YHIAO 2 AS

©® MsH3td (Performance Qualification, PQ) — X|&£Xo 2 O™ Ol 2N A =g

e GAMP ZiH 2| 4 2ZEQ0: AIEXA Ad 7ts3t 2HE AZEQO I{7|X| (Custom-
Configurable COTS Software Package)

o FtE|melol %3 AZEYols ASRIL Y $8T2IH

Ztzto] ggm2Ie M2 THECL 02 f¥o AE

2t

A2 oZa 20k

o 434

@ URS - ALEXF 27 AN HAAM

® T2 2ZEQ0 IF|XE HIst=s Se2M LA

@ 2ZEQIY m7|X[e] WEM AEAEEE R 7l A

® AFEA A ofgEL 52

® AMEA s A= JHE

@ 2ZESQIN I7|X| Ml +E1 HE

AH A} GhE FE /0§32 (macros)2 9|3 SHEY 0|9t AZEY 0 C|XtQ
© AMEX &F AE e % 7|sS fltt £23E HE

BXE flet 2ZEQIO D7 |X|2] BT HA|

@ AXAETHS (Installation Qualification, IQ) — AX|El AZEQO Ij7|X| HHO HZA
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4 (Operational Qualification, 0Q) - ZH & H|O|E AHZ

2
=)

MEXL =&

=%l
2 AME

7|52

A
=23

4 (Operational Qualification, OQ) -

Jd

ol

X o
= =

4 (Performance Qualification, PQ) — X| &

GAMP ZtH|12| 5 AT EQ|0: AFEXL BE AT EQ|O (Custom (Bespoke) Software)

1 ZLf:

| 2z Eg0f

ol
150
e

4

JER:

@

Klo

~a

MM

[a(]

AHEAL 2t Are

@

Ho

T AN

APEA WF Atz WE

®
@

flojet 2z EQ0f Al -

|

P

.
o

Pl
ul
™
<
N
!
oF

F0
#o

®

FA1 (Installation Qualification, IQ) — AFYF LCHE AX| At

XA

@

=l HolE AZ

C|
)

4 (Operational Qualification, OQ) - £

HA =g
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2to| L ALO| 2 FREM

ThA| & 2| 60| M
D%EPOV\ 7#7(1 7:”2\

27 .72 & Audit 2 1A
HAME

aA s 24 4=

AAFE

g HF >
e HAE 5| HEEHAE
AE e

!

s 4

v
A2 X} & SHA 5] IQEIAN
A Hetd 0Q A PQ 214
¢ J—
. @ Glo| M
A8t > EinpS!
g 3. M

2 AEZ2lo|AdA 2™ =AM (Compliance Determination Statement)
S AL CHSHY AEJ0| EReHXA| ot X[of 2ot 23S EAMtE &+ UCk<E1>. HEZH0|
AL AY ZAM= URSTE 2bEE7] O 22 E[O{OF BtCt. HEZI0[A ZYEME oF B AL
W X&EHoz YHOIE Eoh M7t AgE7] ™o AB(Validation)O| EoHX|0f CHeH EHEHO|
&l O|FO|MoF Z2HE Z2lg & =+ ACLL o =5, 7o FMOM= £2ZEQ0 S=EH|
oA HEzto|AA0 27| I3 Hast AldS A =gs F7totr] f8f of &7t 2ag
4+ Qlck
B 1 #E20|0A ZH 24 o
Computerized system Determination reference number: VDS/001

System identification: PLC/002/SMA
System/equipment name Sterile manufacturing PLC
System name/equipment number 2
Location/equipment used by: production
System/equipment used for: autoclave control

Justification for whether or not validation is required

(single line strike out inappropriate sentences below)
e The system is used to monitor, control or supervise a drug
* The system manipulates data or produces reports to be used by quality-related decision

authorization/approval processes.

25




* The system is used for batch sentencing or batch records.

*  The system manages and stores GxP records.
Acknowledgement of compliance requirements
It is the responsibility of the group(s) using, developing, and supporting the application to notify
the QA department of any changes in the use of an application that might impact compliance

with GxP regulations.

Name and title Signature Date

Author
(including department)
Approved by user/project manager

Approved by quality assurance

3 dECho[gL YHIOIE

HE ARH A2 pHAgES 2 OE 5+ UARE 7tse &2 B7te|ofof oot HE2H0[
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2 2. Ag|glojd oA AH=ZEAM S} ofH

Introduction and Scope
*  Author/organization
*  Authority
*  Purpose and scope
*  Contractual status of document
Organizational Structure
*  Resource allocation: organizational responsibilities
GxP criticality assessment process
* Define basis of determining criticality
e Justify any prioritization
Compliance strategy
*  Description of project life cycle to be adopted (reference to relevant compliance
standards)
*  Approach to managing suppliers and subcontractors
* A statement to the effect that the computer system will only be authorized for use once
satisfactorily validated
Change Control
*  Description of change management process to be adopted
Procedures and training
e Identify SOPs to be adopted
*  Commitment to training
Document management
»  Definition of how documents will be managed and controlled
Timeline and resources
e Target completion date
e Interim milestones as appropriate
References
Appendixes
*  Glossary
*  Others
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2 3. Ag|hojd A=A Xt ofH|

Introduction and Scope
* Author/organization
*  Authority
e Purpose
* Relationship with other documents (e.g., validation master plans)
*  Contractual status of document
System Description
* Define boundaries of system (e.g., hardware, software, operating system, network)
* Constraints and assumptions, exclusions and justifications
Compliance determination
* Rationale behind compliance requirement (may be reference to compliance
determination statement)
Project life cycle
*  Outline of life cycle being undertaken (reference to compliance standards)
*  Approach to compliance for different hardware and software categories (see chap.4)
Acceptance criteria
* A statement to the effect that the computer system will only be authorized for use once
satisfactorily validated
*  Description on how project compliance issues will be managed
Role and responsibilities
*  Resource allocation: organogram and role descriptions
*  CVs(qualifications and experience)
Procedures and training
e Identify SOPs to be adopted
* Training requirements and training records
Document review and approvals
e List of documents to be prepared
*  Review and approval set in accordance with roles and responsibilities
Supplier and subcontractor management
*  Supplier responsibilities
* Anticipated supplier audits
*  Supplier documentation controls
Support program for maintaining operational compliance
*  Description on how the compliance status will be maintained
References
Appendixes
*  Glossary
*  Others
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2. ds HZAM(Performance Qualification)
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(batch records), & &7H(sentencing), =& S HE HiX] 2Hf 7|EFH & HES S =
ghottt. o MEo MEEl= OfE2|AHO|MS PQe B4 HE ZEdfof ot PQ A2 Fa
ot M MEZQ| HiX| == dESSHE OfEZ|IA 0|8l % 5719 HIX|E HIAES{OF STt SFX[TH
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ct.
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LEZOl JHsetch lol MAIE MBS MX XS0l YBS OXEX F7|Ho2 HES| 9

3 s o
b L2OICt O] A2 1 22 YeelH M2Em, w8 o HEEI0|QAS SXE7| 3t o

Mol X@ ===ol UR2= M ZOHS0{0F otrf.

37



MEl2 HHE 715 +8 HOES $8 U BAE ZRAAES JjYstoio Bk +3 J|E
2 MH|A =F A (Service level agreement, SLA)O| #X|=2tE0| Y= =& 7t MH[A g
U DHESIRIA, SAI0| FHO| JhsoF Bk 4% KEES Edo|do i RLHY % U=
H23 852 ZRY & A
<M1 6> A2H HZ EMe g
A2" 4852 A2gel aFAe, 7|5 HAE Zu, 2ZEQ0e o™ =ME % =X
SHZZorof| CHet LIES Zotlt AI*E:*! d45= TY57| flet 2Me HaS ZEoht
@O 2ZEQO7I FAS ol=otd EFA sHSI=XE 7=t 24 XM
@ AA =ME 7IHez HdE HAE A, 7z 2 7l &4
® A7 aFAge 55 §RE gd3sts HAE 2 & Bt
MEBQAGFATE L= 22Xt Al2H HAB2 Yt =AM £ Al2EES Y £+ A4,
g2 2H0| AS EF Q=X 52 0|0 S5t040F BHCt <EH 4>= A[2" HFT M2l OH = A
A" AT 4 BHAOM ZHdEl= M0 sk =2t 2Fdsta w7t dESin 2F 28 &
ARXE Folotn ot a4t MO st #oh2 7Yoot 4ol = ALB=Z Ol &
ZXOIM 7SO OF BhCt
4 HEeo[Hx HE 3 S 2% ofH|
Developer Quality and compliance
. System
Project document User project Compliance
owner/user Supplier Operational quality
manager oversight
Advice, support,
System overview O/A and audit as R
required
Compliance determination
A O/A
statement
Validation (master) plan A O/A
Project and quality plans A -
User requirements
O/A A
specification
GxP assessment O/A
Supplier audit report R O/A
Supplier project and quality R




plans

Functional specification

Architectural design

Software design and

program specification

Hardware design

Data definition (including

configuration)

Operating manual

Design review (including

hazard study)

Source code review

Unit/module testing

Integration/system testing

Predelivery inspection
Site readiness activities R
Data load (including A
configuration)
Installation qualification A
Operational qualification A
Performance qualification A
Operation and maintenance R
prerequisites
Validation (Summary)
O/IA
report

* O: ZHdXH(originator), R: ZE 2% (recommended review), A: 5¢l(approve)
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VIRUS INCIDENT FORM

Notify Person

Name & Function of person initiating this form

Date:

System Name:

Company/Department:

System Type:

Operating System:

VIRUS DETECTION & REMOVAL

Name and/or Description
of virus

Detection Method

Time/Date:

Symptoms of any
Malfunction Observed

Time/Date:

Removal Method

Time,/Date:

Verify Clean and Approve
for use

Signature of IT Service Engineer

VIRUS

INVESTIGATION & FOLLOW UP ACTIONS

Suspected Source of
Infection

Time/Date:

Potential other systems
affected and Corrective
action

Anvy necessary validation
complete:

Signature of QA/Validation Representative

Date:

Closure of Incident:

Signature of Security Manager

Date:
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Guide for Information Technology Systems ZM+= OF2iQt Z2 HXIo el MEA|AH HIAAZ

=

(IT contingency plan)2 7i&a AS HA|stD QICt.

Fol FEALY HYA= gt 27AEES HEAS0| 2D Ogfstn UCte As
A

%) o 2l

g5ty RN HEAIAH HYA=Z2 TS| FolE FMo| |vtE SHO{of otCh H| A A =
M M= R FEHHEQ HYAE SrE Folstn x=ZEo| Zyeur MAS 7{ESH0{of
SICH O|E MAXMOZ S| Q8 A2 AYZX, £3| Chief Information Officer (CIO)7} A &2
X|AstofoF oftct. ClIO7t ==Y FHM, Fx, =g, 98 L MAS LSt Z=2M 20
ZSIZ|O{OF iCE 7|EXoZ NISP SP 800-340| 7|=E0 U= HE Jlo|EHAE [ME AE
YL O] JrojEAo| wE™ ziZtol IT A[AH, RINE, @FAIEE BIHSto{of ot
FIHHQl Al=lo] EQPHX| 12{StofoF SOt

2.2 Business impact analysis (BIA)E AlA|

o =
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CoordinatorZ} AIﬁE:*! MY, Z2MA, d2HBELES 20 80t HgA =S et #
Al

Me9l2 FOH=E Bk BA 82 SH AAH HEWES IHO| Mot T2 YL A
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SIAS| ZIHE ZRS| VYR & 2T S Y 2N X U YOl UL NISP 5P 800-
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2.3 Preventive control2 Ho|gt

BIAOI “olEl dg 2012 A|AH/0 O/Xlz= S Folstn HdAdte odedssS Sol 2t3tk(A
Lt 1O0JE == QUC} Preventive control2 H|&A =20 7|=%[0{0F St A|AEDf HEE CHS
A O{EA O EFE A8Y = U=X| BsS ZOIOF oL Ol 20| AlAH fd 8 =+
Of miatA Cheh ot =& AL8Y = ULCH

H 9. HY A= o

Threats Controls
*Water damage (e.g., leaky pipes and | Water detection to provide early warning of leaks and
floods) other water hazards (e.g., condensation)
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Fire/heat damage (e.g., arson, equipment | Detection of preignition gases, smoke, and other
overheating, lightning strikes) indicators of impending fire to enable proactive
response that will ensure health and safety of
personnel and prevent loss of data and equipment to
fire

Suppression of fires (e.g., sprinkler systems, gaseous
extinguishing  systems, using  noncombustible
materials in facility, restricting storage of combustible
materials in facility, restricting storage of combustible
consumables such as paper)

Use of fireproof cases, cabinets and safes

Power failure Continuity of electrical power in the presence of an
electrical outage (e.g., use of an uninterruptable power
supply — uninterruptable power supply) or surge (e.g.,
electrical conditioning)

Network failure Network backup and restoration facilities at local and
intersite level.
Restoration of communications eternal to company

System malfunction (software, hardware, | Detection of contamination levels (dust, food and
human error) drink, production materials) that can accumulate in
equipment and lead to system malfunction

Monitoring hours worked by individuals and/or
mundane nature of work that might result in loss of
concentration and hence introduction of human errors
(data errors and user operation errors)

Malicious/accidental ~damage  (e.g., | Logical firewalls and user access systems requiring
hackers) combination of physical and logical password
elements

Physical security of corporate computing, data
centers, and telecommunications facilities

Other factors (forced evacuation for |Provision of and training in evacuation procedures
environmental hazards, aircraft crashes) |and safe areas
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Ao ZHIY AMO|E, O|3 AMO|E, LR L= Q8 XZEaol M A service level
agreement(SLA) 50| QUCt 2 2|0 = Redundant Arrays of Independent Disks (RAID), automatic

fail-over, uninterruptible power supply (UPS), mirrored A|AE S& 112{50{0F BIC}.

H

10. 2K E H|Y &2M

4 n2{Ab

0ot
o
0%
>
n
rz

- WAAO|EO| XY
- JHRIONA Y Y

- 7H9_|+ %%EMI | O Ef M o - o
cist x| & & A JB_ _
U BHiA =w7|7|o mxst Catoldf, 7tE2|X],  CD,
A| AE Ii:—:ﬂ = il Y 4 HEZ X&A, replication,
- Al HQj N
':'l/\‘ITEDP T4 % #HEF Internet EH ¢
S HEY sob MM Y AaH
sorfayute] £
- HiOl HO|E 8 AZEQINE - A AE= BHA(full, incremental,
offsite O X%t differential)
- StESA, 2mEQ, - RAID
M Z=H7|7|9| &3} - Electronic vaulting and remote
- Ala"l e ol HIEHHE9| journaling
2 M3} - Server load balancing
- HE2 2ot MA gl A|AH - Disk replication
HOICHx o] =M™ - Virtualization: NAS, SAN

- HAOIES| EA 3t

- dAtolE Z=23d, A

- HA RN MES HEY .

HAto|E SoiEm g wottjsiae] | T a0 balncng (D85, Reverse
x5} y

- NI S E XS] ==t

- BIAS| ZTte| B8

- LAN o] 2M3t

- A" Y A IO EAM - HEZ 2 A
LAN - HES =HOob ™M gl A|AH - Remote access
Hotcyxiatol =™ - Wireless LAN
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ARSI
- RAIS
- StEY 0, A2TEQ O, - oF2o 24
FTHI|7|9| BEET} - Electronic vaulting and remote
S ARA|AE - A|Aﬁi T4 8l "HIEHo EM3} journaling .
e - -4 EQ HOoF MA gl A|AH - Server load balancing
HOCHxi o] =M™ - Disk replication
- BIA9| Ao =& - Virtualization: NAS, SAN
- LAN 0 &
- WAN EAZ30| o
- OFE9| A" @4
- Rb7|7} BHO
_ w0l Bjo|Zo| offsite X Z S7I7h e power
O e - Disk redundancy
- A2E g 8 AEHO 2 At - Reciprocal agreement
Mainframe - -HEY =OF Mm gl A|AH i v bl .
HOFC TS| XA - Elec rc>|n|c vaulting and remote
_ o| A7lo| e Journaling
BIA o 2o &8 - Disk replication
- Virtualization: NAS, SAN
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3. Guidance for Industry: "Computerized Systems Used in Clinical Trials" (0|3}
CSUCT)
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2. Reflection Paper on Expectations for Electronic Source Documents Used in

Clinical Trials

20074 23 EMAQ| GCP Inspectors Working GroupOf| A 2ZHSIRICEH Ol= AMAI™EY AtEE|=
A Z2H 2M0f| &5t @FALS 20t &M 7|t ok FXF 2AZAMO| Tig 20 74
Mol 7I0|BAZ2ZM, 24 Atz =8 =79 55, 2A4 AzQ 7|2 aFAd, HE0", 24 2
Mol Hd A A 22 =3, MoteE 2 57t S0 st ChE 2 QACt

Of @M= EU/EEAOIM FAE= YdA@el FA Z2H Xzl A8 Es FYAREIME
EU/EEA 7|2t0| Marketing Authorization Application®] LEZ A X ESt= 420 HEEICH O]
TAFEHE2 2001/20/EC2} Directive 2005/28/EC2| 7|x7} & TMFQO| HIAFE, Guidance on Good
Clinical Practice (CPMP/ICH/135/95)9| 7|x=7} =IC}.

of ZM0lM= 27 X227t ZF0{0F & A2 Ct31 42 127tX] QFAFES MAISt UCH

o 24 L ZA N=2E TS| A MEEHE == ZRZEEOM FAIE Hreb 20
Az =8USALE AS EZSHO0F SHCHAN instrument used to, capture, source data
shall ensure that the data are captured as specified within the protocol).

o 24 2 A Xze Fotn, gig & UL, e X=0|1, AXROH, FHE

=
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U, 2AMStn d@H0| QJO{OF BCHSource data shall be Accurate, Legible,
Contemporaneous, Original, Attributable, Complete and Consistent).

27 3 8y FH2 ZE 2A XEo| FX Mdnt o|F =0 CHstH 2H A9
AEZ N Z2|Z|0{0F BICHAN audit trail shall be maintained as part of the source
documents for the original creation and subsequent modification of all source data).

21 4 271 BMO EBES FMS T & YEE HBH0jo} HCi(The storage of
source documents shall provide for their ready retrieval).

A 5 AFXE Z2AH EM B2 Es S2E =AEES H250oF  BHCH(The
investigator shall maintain the original source document or a certified copy).

A 6. 2A Ame AFAZL AX|SHAHLE 5210 2[SHAM Tt = &[0OF BtCH(Source data
shall only be modified with the knowledge or approval of the investigator).

A 7. 27 EXQ AtRE It EX| FEE EHT500F SHCHSource documents and
data shall be protected from destruction).

84 8 2H ENEsE Hetsl BEAIES MAT 4= Q0{0f SICHThe source document shall
allow for accurate copies to be made).

24 9 ZA M= = 2R Y42 F2e YXE = UA=E EB540j0of SHCk(Source
documents shall be protected against unauthorized access).

A 10 2ZM7t 2H XN2E EYHEoZ f2|sid= Qt=ICHThe sponsor shall not
have exclusive control of a source document).

24 11 Z2A4 Mg BHE 2A XNEQ| fXles =8 ZEM2Aol & HHAOAN T
StA mpeter o= 9I0{O0F SHCHThe location of source documents and the associated source
data shall be clearly identified at all points within the capture process).

24 12 2A4 Az7t FAEAS Wols AFE Z2MA7F ZARE0] f=2] 2Z& [0
E{ot HE} HO[HE Zotdte ol SAI=02ts AS 2S00k gttH(When source
data are copied, the process used shall ensure that the copy is an exact copy preserving
all of the data and metadata of the original).
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2.2. Data Manager, DM ¢
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General Principles of Software

Validation; Final Guidance for

Industry and FDA Staff

A2ZEQON AFo| UurAE, AHA U
FDA AS2X A X SX|A

= M= 7|& XeHH@1997 H 6 E 9 YX} HA 1.1)
"AmEg0] AT WAN'S MBI
CCJ‘_.‘ﬂLGr for 00‘_‘
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ooy jo®"
0= BEHEX

O|&27|7| WAt HZAME]{(Center for Devices and Radiological Health, CDRH)
MESHEFA ™7l 9 HJME{(Center for Biologics Evaluation and Research, CBER)
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Policy), o3 2t2| 5 (Office of Human Resources and Management Services), AlZ Gl O|efE
Ct™M & (Food and Drug Administration), 5630 Fishers Lane, Room 1061, (HFA-305), Rockville, MD,
208522 S|FA|7| HIRLICE o|AS EUZFA O 2 XAMO| HIst HAT J|Xjs) FA|7|
HEEFLICE  #ote| oo CHer EHH2 & Ofo|™A[(FDA)ZE 2 XIEAMO| ot 7HE ==

HOOIEE S ZeH &= UFLICL

O|F7|7| HAbM EZH ME{(Center for Devices and Radiological Health, CDRH)Qt &S0 2
XHe| AHE E s 2ot HEAIR0| JA2AIH FEAE John F. Murray0f| 7| ™3} (301) 594-
4659 t£= MXL2H™ jfm@cdrh.fda.gove 2 AH=tZA|7| HiEFL|LCY.

M2 Sl 51 A7 ME{(Center for Biologics Evaluation and Research, CBER) 2} Zt&35}10
= A AL & s{Mo| 2ot HEALE0| UALA|IH EHIAL Jerome DavisOf| A Fzt (301)

827-6220 = M™MXLR ™ davis@cberfda.gove 2 AH2HFA|7| HFZFL|LCY.
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http://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM0852
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NEE TEY = UA-E TMHD(938)E HLEA] 7|Hsh FHAIL.

CBER

2 X|EAMO AtE2 QIE 4l AIO|E http://www.fda.gov/cber/quidelines.htmE #&Z3S}A|7{L}, CBER,
Office of Communication, Training, and Manufacturers’ Assistance (HFM-40), 1401 Rockville Pike,
Rockville, Maryland 20852-14482 AM™ QXA £ Q1 ESH M3t 1-800-835-5709 £+ 301-
827-18002 QMBI T ElL|LC|
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20|31t W@ M Cha BE0| = 4 Uk o[ O|SS  RAS(requirements),

Atk (specification), 215 (verification) 5! A Z(validation) SO0|LC}.

=E A2l fEMM= CXQ ¥ 2SS =A5I00F ot eSS ASsHoF ottt
st UX|TE Y MAIRAZ QAR (requirement)’dt  “Atf(specification)’9|  X}O| 7t
FAAX o Ol St UX| Gt 2T AL (requirement)O|2H A|AHEI = Qb HAHE
ATEYOI0] it RTAROE SiHE & UTL RPAYSS AFEL YAEE 2HXO
RTALE HHESI Qon AT U QFFFEC|F)ED OfL2t A[Zo 2AHT Aot
M £ GO 2T 27Y £ YTk B2 Holg SRS RS ENT & Art
(of: CIxtel, 7|5, ¥, QAHMO|A, H& Es= AZEO AN 27 &) AZE0Q
RTFANEES FEFC=ZEZ A2H  FAMENM OHdE= ARLE, 0OlF 2FAMESEE
ATEQOl0| AYRE BIYE ALY V5N ZBI 0| UCh AZEY0S] RRAYSS
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ATEQOfo OtFEo| St QTFAIES2 Al2HE At JHUCHA UFSHA 23HO0| Us
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ATEQO0|M HAE ot 2H QFAMAES FEL HEO ALE L 2ZEQY 2F0A
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L™ M (completeness), YaHd(consistency), M7t ZtsM(testability), H=H/d(correctness) Hl
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SHCE e R 9 JIsEY, YE 2N, ZZEER HAE(prototype test) S ZH, HA
7848 &4 Sk F™E|OOfFt TCE AREXA FO|M MEE FOXEO0| Olz{st WHES
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O 2ZEQIN aFAS0 Cfeh AFEAM (AFEO 2-E 2ZEQY ME7|ES =)
@ AZEQ09 ek 24
® JHEEXA A ZE JHo|Eetel (e V(B =22y EA
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7|=%ts A" CHet 2AM2t IFE O oMot 23 = context diagram)2 2
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BxRHe AZEQY (o 2SHH, =2tolH 8 7|Et & AZELN)
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22 (complexity), MZtE(criticality), A Z|Z(reliability) /e MY M= LEUAM
E40 cigt 83X H2EH 2ME of7|ots dast Z2IE =gidte B47|sSOILE BE
S 2EE £ Mt 2ZEQO9| FiHUZ[eF AZEQ0 HAEN 27&Hs =H2
=M =ole 4+ el ol S8 CEa £k

@ NIST Special Publication 500-235, Structured Testing: A Testing Methodology Using the

Cyclomatic Complexity Metric

@ NUREG/CR-6293, Verification and Validation Guidelines for High Integrity Systems

® IEEE Computer Society Press, Handbook of Software Reliability Engineering
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® d3HQ HAEE RE LAY = A0OF SOt

@ =RAGut= =EZXO0|0joFTt St

® OfS2[AHO|MAEXHI AT EQof(Z2 )W) M2 25 AF2SI0J0F Shot
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